De0SC | Academy

Minimum Requirements for a
Project Charter

Module 3: Services & Repositories

Topic 3: Access Policies and Federation Contributions

- |

D EOSC | GRAVITY [ 2 | theEiropean urion




N eoscC | Academy Topic 3: Access Policies and Federation Contributions

Access Policy Options

Every service/repository in your table must specify:
who can access it and what it contributes to the Federation.

The four access policy categories and their openness spectrum:

MORE OPEN

OPEN AUTHENTICATED | —

« Anyone can use it “ « Identity required
« No authentication or « Login via EOSC AAI

registration required or institutional

credentials =
» Public web/API access SUAll atthenticated
» May have rate limits users get access
but no user barriers [ « Registration may be

open to anyone

« No further authorisation
checks ‘

« Typically free

« Often free for researchers |
J

Increasing access restrictions —»

RESTRICTED

« Authentication and

authorisation required

» Access granted by criteria

(affiliation, project
membership, data
sensitivity)

« May require legal

agreements (DTA, MTA,
ethics approval)

» Access is per request

or per project
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» LESS OPEN

PROPRIETARY

« Commercial or
fully closed access

» Requires payment,

exclusive agreements,

or non-EOSC
authentication

« May not use
EOSC AAI

« Limited Federation
integration
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Access Policy Options — Open Access

When to use:

« No authentication or

o -
@ » Anyone can use it

registration required Public data repositories (open datasets)
» Public web/API access
« May have rate limits Discovery/search services (catalogue browsing)

but no user barriers

« Typically free . .
| Public documentation or knowledge bases

Open-source tools/software downloads

Examples:
"NARCIS Repository: Open access to Dutch research publications (CC BY licenses)"

« "Marine Data Catalogue: Public search interface, no authentication required"
« "Training Materials Repository: Open educational resources (CC0)"
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Access Policy Options — Authenticated Access

When to use:

« |dentity required
+ Login via EOSC AAI
or institutional

credentials Services requiring user identity (for support, tracking, fair use)

« All authenticated
users get access

e Reistrationimay be Repositories with terms of use requiring acceptance
open to anyone .

« No further authorisation Collaborative tools (need user accounts for
checks

sharing/versioning)

« Often free for researchers

Services with usage quotas per user

Examples:

"Research Cloud Computing: Access via SURFconext (institutional authentication)"

"Data Submission Service: EOSC AAIl authentication required, open to all researchers”
"Jupyter Hub: Institutional login, all authenticated users receive basic quota”
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Access Policy Options — Restricted Access

RESTRICTED

[ |« Authentication and
\ | authorisation required
‘\,\ /,/ » Access granted by criteria

(affiliation, project
membership, data
sensitivity)

« May require legal
agreements (DTA, MTA,
ethics approval)

» Access is per request
or per project

Examples:

When to use:

Sensitive data repositories (health, personal, confidential)

Specialised infrastructure (limited capacity, competitive

access)

Commercial or proprietary datasets with licensing

Services requiring training/certification before use

"Clinical Data Repository: Restricted to approved researchers with ethics board clearance and
signed Data Transfer Agreements”

"National Supercomputer: Restricted access via competitive project proposals”
"Proprietary Drug Database: Licensed access for institutional subscribers”
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Access Policy Options — Proprietary Access

When to use:

brokers for EOSC

PROPRIETARY

« Commercial or
fully closed access

Note:
Most EOSC Nodes avoid Proprietary access in
) Charter Section 3. license fees

If you list it, justify why it's valuable for Federation.
wuonal access only

Examples:

"Proprietary Climate Model: Licensed access via institutional subscription (non-EOSC authentication)"

"Commercial Genome Database: Pay-per-use APl access"
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@

Your Service/Repository
needs an Access Policy

Is it COMMERCIAL
or LICENSED?
(Requires payment,
exclusive agreements,
non-EOSC authentication)

=

NO

Choosing the Right Access Policy

YES
fﬂj’“ PROPRIETARY
il Use when:

» Commercial licensing
* Pay-per-use
 Exclusive institutional access

Justify why valuable
for EOSC Federation
I

1
1
L

Specify criteria:
« Ethics approval
* Project proposal
« DTA/MTA required
+ Training certification

-

CONSIDERATIONS

* Open = EOSC ideal

« Authenticated = practical
* Restricted = justified need
+ Proprietary = use sparingly

<

Does it handle Do you need
SENSITIVEDATA | NO @ USERTRACKING | YES
> or have or
CAPACITY LIMITS? TERMS ACCEPTANCE?
(Health data, personal info, (Usage quotas, support,
limited resources) fair use policies)
YES NO
Wis < v
w T A @ ™
@ RESTRICTED OPEN @ AUTHENTICATED
Requires: @ No barriers i'?equires:
« Authentication @ No login required S L°$': (503(': AA,
« Authorization @ Public access nsttona, to b tion)
. | process @ May have rate limits el Ll
Approvel y « All authenticated
users get access
Examples: Examples:
« Clinical data (ethics) * Public repositories Examples:
» HPC (competitive access) » Discovery services « Computational services
« Confidential datasets + Open datasgts « Collaboration tools
+ Documentation « Services with quotas
& - = - J
I I
1 I
c : 2
0 Highest EOSC value: h 0 Authentication via:
g « EOSC AAI (preferred
Maximizes accessibility, 5 Institutiona(lplfgi?\rr )
supports Open Science « Service registration
) « eduGAIN/SAML
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Federating Capabilities

N eO0SC Federation Building the Roadmap for 2026

Operational structure

+ Evolution of federating capabilities and the interoperability framework

Service to connect
to a Federating
Capability

The EOSC Federation is dependent on the fed. m kiorme
capabilities operated as services by the EU Node e
* Resource Catalogues & Registry services Node
Fed. AAI
Helpdesk
Service Monitoring
Etc.

Federating Interfaces
defined in the EOSC IF

|— Thematic Node

(e.g. Scientific
Regional
Node

Thematic
Node (e.g RI)

Federating capabilities

Services participating in National
federating capabilities Node

Cluster

ooe [l
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Federation-wide Infrastructure & Nodes Canabilities

Node Operations Committee

Co-Chairs: Aastha Mathur (LSC), Roksana Wilk (Poland),

Massimiliano Assante (European DTO),
Secretariat: Neringa Jackevice (EOSC-A)

T

Operations

Architecture &
Federating Policies

er N

Federated Authentication and

Authorisation Infrastructure (AAI
(EU Node),

Federated EOSC Node
Resource Catalogues

Help Desk*

Service Monitoring*

Node Coordinators Committee

1

Capabilities

Module 3: Services & Repositories

Chair: Bob Jones (EOSC-A), Co-Chair: Matteo Zanaroli (ICSC),
Secretariat: Paola Ronzino (EOSC-A)

1

Governance
Core and
Legal & Governance pabilities
Co-Chairs: Vera Herkommer (LSC), Jos van Wezel :
(EUDAT), Secretariat: Maja Dolinar (EOSC United) Y your
'n
Cybersecurity d
Chair: Urpo Kaila (Finland),
Secretariat: Brina Klemencic (EOSC-A) 'S
Handbook i these in
Chair: Andy Gotz (PaNOSC), e
Secretariat: :/'Irigugl éey?hia(z:n (EOS)C Gravity) ation
) n ”n
your
able.

*Working group not yet endorsed by
the Node Coordinators Committee’
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Federated AAI

Single sign-on across all
EOSC nodes — enabling
seamless, policy-
compliant access for
researchers

10
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Federation Shared Infrastructure

EOSC Catalogue

Exposure of node services
and datasets through the
common EOSC resource

catalogue with FAIR-
aligned metadata

Helpdesk

Node-level user support
integrated with the
federation-wide helpdesk
system, ensuring
consistent service for the
research community

[~

Monitoring

Continuous service
monitoring feeding into
federation-wide
dashboards to maintain
transparency, reliability
and SLA compliance

Module 3: Services & Repositories CHEoSsC ‘ GRAVITY

Service Mgmt System

Structured service
management framework
(FitSM) governing how
node services are
operated, improved and
reported
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Federation Contribution

Every service must specify which EOSC capability it provides.

Core Capabilities Generic Capabilities

Additional capabilities that
Fundamental services all EOSC enhance EOSC

Nodes should provide. Essential but aren't fundamental
building blocks of the Federation. infrastructure. Specialised or
value-added services.
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Federation Contribution

- Core Capabilities

Data Repository - Store and preserve research data

Core Capabilities EOSC Core COMPUte - Provide processing/analysis resources

Capabilities Storage - Offer research data storage

Fundamental services all

: AAI (Authentication & Authorisation) - Federated identity
EOSC Nodes should provide.

Your service directly provides one of these four capabilities

Essential building blocks of

he Fed . When to
the Federation. claim Core |t's a primary offering, not incidental
Marine Data Repository — Core: Data Repository
National HPC Service — Core: Compute
Examples

Research Drive Cloud Storage — Core: Storage

SURFconext Federated Login — Core: AAI
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Federation Contribution

- Generic Capabilities

Common Data Discovery - Search/find datasets across repositories

EOSC
Generic  Data Transfer - Move data between systems

Capabilities ) ..
P Workflow Orchestration - Automate research pipelines

Generic Capabilities
- P Additional capabilities that

Whento  Your service provides value-added functionality enhance EOSC

claim - c il but aren't fundamental
i ennances Lore capabpllities . o
Generic P infrastructure. Specialised or

It's specialised for certain communities/use cases value-added services.

Generic Capabilities

Examples Data Discovery Service — Generic: Data Discovery
Jupyter Analysis Environment — Generic: Data Processing
Workflow Engine — Generic: Workflow Orchestration

DOI Minting Service — Generic: Persistent Identifiers
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Examples: Service - Capability Mapping

Example 1: Marine Data Discovery Service
Service function: Federated search across 15 oceanographic repositories
Mapping decision:

Not Core: Data

Not storing data Repository

Not computing Not Core: Compute

Enables finding Generic: Data
datasets n

Table entry:
Federation Contribution: Generic Capability - Data Discovery
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Examples: Service - Capability Mapping
Example 2: National HPC System

Service function: High-performance computing infrastructure for research
Mapping decision:

Directly provides

: Core: Compute
processing resources P

Table entry:
Federation Contribution: Core Capability - Compute
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Examples: Service - Capability Mapping

Example 3: Metadata Catalogue

Service function: Searchable index of dataset descriptions (not datasets themselves)

Mapping decision:

Stores metadata Not quite Core
records (not data) Repository

Enables discovery Generic:
and description Metadata Services

Table entry:
Federation Contribution: Generic Capability - Metadata Services
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Examples: Service - Capability Mapping
Example 4: Research Cloud Storage

Service function: Cloud-based file storage and sync for researchers

Mapping decision:

Directly provides

storage capacity LIS ST

Table entry:
Federation Contribution: Core Capability - Storage
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Can One Service Provide Multiple Capabilities?

Yes, but choose the PRIMARY capability for the table.

el Service: Research Data Repository with integrated analysis tools

Capabilities it provides:
« Data Repository (stores datasets)

« Data Processing (runs analyses)

« Persistent Identifiers (assigns DOIs)

Table entry:
Federation Contribution: Core Capability - Data Repository (primary function)

In Description column, mention: Why primary only:
. . Table format has one capability column. Choose the
"...with integrated analysis tools and DOI assignment” most essential function.
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Common Mistakes in Capability Mapping

« Too Generic

X v

Federation Contribution: Federation Contribution:
"Research Support” Generic Capability - Training
& Support

Why:

"Research Support” is vague.
Use taxonomy terms.

« Claiming Core When It's Generic

X \/ Why:

' Jupyter provides specialised
Jupyte.r.Hub — Generic ' processing (notebooks),
Capability: Data Processing not general HPC compute

Jupyter Hub — Core
Capability: Compute

infrastructure.
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Common Mistakes in Capability Mapping

* Not Aligning with EOSC Taxonomy

X V4

Federation Contribution: Federation Contribution:
"Machine Learning Platform" |Generic Capability - Data
Processing (ML tools)

Why:

Use standard terms, add specificity in parentheses if needed.
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Access Policy + Capability

The two columns work together:

Service Access Policy Federation Contribution Makes Sense?

Public Data Repository | Open Core: Data Repository Yes

HPC System Authenticated  Core: Compute Yes

Sensitive Health Data Restricted Core: Data Repository Yes (justified by sensitivity)

Questionable (why is discovery

Public Discovery : )
proprietary~

St Generic: Data Discovery

Proprietary
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Access Policy + Capability

Evaluators check logical

) EOSC ideal
consistency:

Open access + Core capability

Restricted access + Sensitive data Makes sense

Proprietary + Generic capability Needs justification

When in doubt: Check EOSC Service Catalogue (https://eosc-portal.eu/catalogue) for
how similar services are categorised.
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N eosC Academy Try This!

For each service/repository, select access policy and map its capability:

Access Policy of Services/ Repositories

Follow the decision tree (slide 7) and record your answers.

Federation Contribution

Is it one of the 4 Core Capabilities? If not Core, which Generic Capability?
[1 Data Repository [1 Data Discovery
[0 Compute [0 Data Processing
[1 Storage [0 Workflow Orchestration
0 AAI [0 Metadata Services
[1 Persistent Identifiers
[] Training & Support
1 Other:

Repeat this assessment for each offering. Save your results.

<nNeosc \ GRAVITY
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Thank you!
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