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Architecture of the EOSC Federation

Course 2 – Module 4
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Module 4



The architecture of the EOSC Federation

How to get to this architecture ?
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Architecture of a Node

Typical architecture
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→ Systems Architecture:

A system architecture is the 

conceptual model that defines the 

structure, behavior, and views of a 

system.[1] An architecture description 

is a formal description and 

representation of a system, organized 

in a way that supports reasoning 

about the structures and behaviors of 

the system. 

Wikipedia

Federation and Node Architecture

Ch 4. Federation and Node Architecture – pgs 23 - 46
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• EOSC Nodes 

• Capabilities

• Federating Capabilities

• Interfaces

• Interoperability 

Framework 

Essential terminology
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• Node Core Capabilities 

• Node Resources

• Node Generic Capabilities

• Node Research Resources

• Node Exchange 

• Node Capability



Node 
Core 
Capabilities
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The EOSC Federating Capabilities can be:

• Mandatory: Federated Capabilities which all EOSC Nodes must 

implement in order to join the EOSC Federation;

• Recommended: Federated Capabilities which EOSC Nodes should 

consider to federate with (i.e. connect to), but which are optional 

for EOSC Nodes joining the EOSC Federation

EOSC Federating Capabilities
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EOSC Nodes can contribute to the delivery of a Federating Capability by 

either:

A. Enabling a Federating Capability that can be used by other EOSC Nodes 

(e.g. act as a federator, a Node enabling a federation of cloud 

resources); or;

B. Participating in the delivery of a Federating Capability by integrating 

one or more services provided by the Node in a Federating Capability 

enabled by another Node (e.g. for example a Node participating in the 

federated AAI by integrating its AAI proxy with the AAI Federation 

enabled by the EOSC EU Node).

EOSC Federating Capabilities
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Identified by the research communities to perform everyday research data management 

tasks, and are therefore expected to be offered by all EOSC Nodes to allow users to 

manage and process research data from the Node where they access the Federation.

EOSC Generic Capabilities
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EOSC 
Federating 
Capabilities
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EOSC Federating Capabilities
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AAI is a Mandatory FC

Goal: allow Researchers to login 

with their institute login and also 

move transparently between 

Nodes while staying 

authenticated via SSO

Implication: Researchers can 

login any node and then navigate 

to another node without having to 

authenticate again

Authentication Authorisation Infrastructure (AAI)

Needs specialist knowledge of AAI
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Authentication Authorisation Infrastructure (AAI)
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Service Monitoring + Management
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• Both are mandatory in 2026

• Every Node has an Operations Manager

• Meet in the Node Operations Committee

• Use FitSM for Service Management

• Training in FitSM is being provided by EGI



FitSM mapping to EOSC interim WGs
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• Mandatory FC in 2026

• Goal: be able to pass helpdesk 

issues between Nodes to the 

persons who can deal with them

• First phase will exchange issues via 

email (probably)

• Some Nodes are using Zammad

e.g. EU Node, Germany

Helpdesk
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https://zammad.com/en/product


• AAI – switch UmbrellaID to myAccessID

• Resource Catalogues and Registry – TessHub

• Helpdesk – Zammad (planned)

• Service Monitoring – Not defined yet

• Service Management – FitSM (LITE!)

PaNOSC – Mandatory Federating Capabilities
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• PaN has a community AAI since 

~2010 called UmbrellaId

(umbrellaid.org) 

• Work started in the PaNOSC EU 

project with GÉANT to replace 

Identity Proxy (IdP) 

• Switching to MyAccessID will be 

straight forward

PaNOSC – Mandatory Federating Capabilities
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https://umbrellaid.org/


PaNOSC – Node Architecture schematic
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Conceptual 
Architecture
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Generated by AI 

     

                        

                                         

                

               

                

      

            

               

              

            

      

              

                 

                      

                             

            

                    

                     

                       

                                                     

                                                              

EUDAT – Node Architecture schematic



EU Node –
Conceptual 
Architecture
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EOSC Federation – 1st Wave Use Cases

24



EOSC Federation – 1st Wave Use Cases
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• Data protection – GDPR compliance

• Nodes must clarify their specific role under the EU 
General Data Protection Regulation (GDPR)51 (e.g. 
Data Controller, Data Processor, or Third Party) for the 
services they offer and implement the corresponding 
legal requirements.

• Cybersecurity

• EOSC Nodes must ensure that their operations, as 
well as those of their service providers, comply with 
all applicable cybersecurity regulations, policies, 
standards, and guidelines relevant to their activities, 
operations, and services

• Any non-compliance with the Node security policy or 
relevant regulations must be promptly handled and 
reported to security@eudat.eu. Incidents must be 
promptly handled and reported to csirt@eudat.eu

Federation – Critical topics
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• Data Protection 

• GDPR is implemented by each partner

• Onboarded Services must agree to and 
implement GDPR

• Cybersecurity 

• Has become a major topic in all our facilities

• PaN community has setup a Cybersecurity 
Forum which is very active, see presentation
on cybersecurity at Symposium 2025

PaNOSC – Critical topics
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https://indico.cern.ch/event/1543880/contributions/6746686/attachments/3167770/5630315/20251104_PERRIN_CyberSecurity_EOSCSymposium2025.pdf


Course 2 – Module 4
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Flashcards

Photo by Leeloo The First on Pexels

Question 4.1: What resources does a Node
have to make available to the
EOSC Federation?

Question 4.2: Define what a Federating Capability
is and give an example

Question 4.3: What Federating Capabilities will 
be mandatory in 2026?

https://www.pexels.com/photo/question-marks-on-paper-crafts-5428824/
https://www.pexels.com/photo/question-marks-on-paper-crafts-5428824/


Further Questions + 
Discussions on the 
EOSC Federation
User Forum

https://user-forum.eosc.eu/
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