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4 EOSC Federation Platform (Outline) 
This chapter will provide further details about the critical components and services within the 
EOSC Federation Platform, focusing on its structure, technical operations, security, and 
collaboration with external entities. 

4.1 Federating Capabilities and Exchange Services  

This section describes the suite of essential services (“Federating Capabilities”) and other 
services (“Exchange Services”) that will be offered by the EOSC Federation Platform to facilitate 
research, data sharing, and collaborative scientific work across Europe.  
The Federating Capabilities (also referred to as “Core Services”) will provide the backbone for 
identity and access management, monitoring, accounting, and overall operational coordination 
within the EOSC ecosystem that ensure a seamless experience for users by enabling federated 
authentication and authorisation.   
The Exchange Services will enable the discovery, access, and usage of resources (data, tools, 
and services) provided by different organisations. 

4.2 Federation Interoperability Framework 

The “Federation Interoperability Framework” will standardise interactions between the diverse 
organisations and infrastructures in the EOSC ecosystem, ensuring that services and data 
offered are interoperable (i.e. that users can interact with resources from different providers and 
nodes with minimum technical differences).  
In this section, an overview of APIs, data models, security protocols, and service-level 
agreements (SLAs) to be established by the Framework will be provided, as well as how the 
Framework will help to mitigate fragmentation within the research community. 

4.3 Technical Operations 

This section covers aspects such as continuous service and performance monitoring, incident 
and operational management required to ensure the smooth functioning of all components of 
the EOSC Federation Platform. The operational teams that will be responsible for ensuring the 
reliability, availability, and scalability of the platform will also be described. 
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4.4 Compute and Storage Resources 

EOSC will provide a broad range of compute and storage resources to meet the diverse needs 
of European researchers. The characteristics of these services and the conditions for access 
via federated services will be the content of this section.  

4.5 Cybersecurity 

Ensuring cybersecurity within the EOSC Federation Platform is critical, given the sensitive nature 
of research data and the collaborative environment. This section will describe security measures 
to be adopted by EOSC nodes, including identity and access management (IAM), encryption, 
vulnerability management, and incident response frameworks. The security protocols to protect 
against threats like data breaches, unauthorized access, and cyberattacks will also be 
addressed. The cybersecurity coordination structures necessary between the diverse 
organisations and infrastructures in the EOSC ecosystem will be described.  

4.6 Links to External Entities (e.g. Data Spaces, EuroHPC, etc.) 

EOSC intends to maintain strategic links to external entities to enhance its capabilities and 
extend the reach of its platform. The scope and goals of partnerships with initiatives such as 
Common European Data Spaces, EuroHPC (European High-Performance Computing Joint 
Undertaking), and other international and European infrastructures, will be the topic of this 
section. 

4.7 Training 

Training is essential to ensure that users across Europe can fully exploit the potential of the 
EOSC Federation. This section will consequently address the training programs aimed to 
enhance users’ technical skills, as well as tutorials, workshops, and documentation on how to 
effectively access and utilize the resources, services, and tools available within the EOSC 
Federation. The section will highlight the EOSC Federation training platform(s) and how to share 
training between EOSC Node to ensure sustainable training and avoid fragmentation. 


